Nursing &
Midwifery

Councill
Meeting of the Audit Committee
to be held from 11:00 to 13:00 on Thursday 5 September 2013
at 23 Portland Place, London W1B 1PZ
Louise Scull Paul Johnston
Chair Secretary to the Committee
Agenda
1 Welcome and Chair’s opening remarks AC/13/55
2 Apologies for absence AC/13/56
3 Declarations of interest AC/13/57
To invite any member to declare an interest in the business of
today’s meeting.
4 Minutes of the previous meeting AC/13/58
Minutes of the open session of the Audit Committee held on 19 April
2013
5 Summary of actions AC/13/59
The Committee is asked to consider those actions arising from
previous meetings of the Committee that are now considered
completed and note further updates on issues arising from minute
AC/13/41.
6 Committee terms of reference AC/13/60
Secretary to the Audit Committee
Matters for discussion
7 Risk management update AC/13/61
Director of Corporate Governance
8 Internal Audit Work Programme AC/13/62
Director of Corporate Governance
9 Historic Internal Audit / assurance recommendations AC/13/63

Director of Corporate Governance
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The next meeting of the Audit Committee is scheduled to be held on

NMC assurance map

Director of Corporate Governance
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Serious events and data breaches: report
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Any other business
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at 23 Portland Place, London, W1B 1PZ
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AC/13/65

AC/13/66
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Meeting of the Audit Committee
Held at 10:30 on 8 July 2013
At AAGBI offices, 21 Portland Place, London

Minutes

Present

Members:

Louise Scull
Julia Drown
Carol Shillabeer

NMC officers:

Jackie Smith
Lindsey Mallors
Mark Smith

Mike Andrews
Verity Somerfield
Paul Johnston

Present:

Kate Mathers
Martin Burgess
Bill Mitchell
Sarah Hillary
Kathryn Burton

Nursing &
Midwifery
Councll

Chair
Committee member
Committee member (by teleconference)

Chief Executive and Registrar

Director of Corporate Governance

Director of Corporate Services

Assistant Director of Quality Assurance and Risk Audit
Assistant Director, Finance

Council Services Manager (Secretary to the Committee)

National Audit Office
National Audit Office
Moore Stephens
Moore Stephens
haysmacintyre

The meeting of the Audit Committee commenced at 10.30am.

The Chair of the Committee agreed to revise the agenda order. The minutes reflect the
order in which items were considered.

Minutes

AC/13/37 Welcome and Chair’s opening remarks

1. The Chair welcomed all attendees to the meeting. It was noted that
this was the first meeting of the Committee with its reconstituted

membership.

The Committee noted that this would be Julia Drown’s last meeting
as a Committee member, and formally thanked her for her
contribution to the Committee, both as a member and former Chair of

the Committee.
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AC/13/38

1.
AC/13/39

1.
AC/13/40

1.

AC/13/41

1.

Action:

For:
By:
AC/13/42

1.

Action:

Apologies for absence

Apologies for absence were received from Stephen Thornton.

Declarations of Interest

There were no declarations of interest.

Minutes of previous meetings

The minutes of the previous Committee meeting were agreed as a
correct record, subject to revision of paragraph 24.

Summary of actions

The action list updating progress on matters arising from previous
meetings was noted.

The Committee asked for further information on staff take-up of
information security training to be presented to the next meeting. The
Committee also asked for clarity on where responsibility laid within
the NMC’s governance structure for oversight of equality and
diversity.

Report to the Committee on 1) oversight for NMC equality and
diversity activity; and 2) staff take-up of information security
training

1) Director of Corporate Governance

2) Director of Corporate Services

5 September 2013

Audit Committee — proposed terms of reference

The Committee considered proposed terms of reference, which had
been drafted on the basis of recommendations within the recently
undertaken governance review as well as recognised good practice.

It was noted that revised Standing Orders would be proposed to the
Council in September 2013, and that these would include consistent
provisions for all committees, including, for example, for quorum and
membership.

The Committee endorsed the proposed terms of reference, subject
to amendment of the remit to reflect NAO guidance (summarising the
content of the most recent iteration of HM Treasury’s Audit and Risk
Assurance Committee Handbook) and to the addition of an
addendum outlining the responsibilities of management for audit
matters.

Amend the terms of reference to reflect the Audit Committee’s
comments
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For:
By:

Action:

For:
By:

AC/13/45

1.

4.
AC/13/44

1.

AC/13/43

1.

Secretary to the Committee
5 September 2013

Provide a draft addendum to the terms of reference covering
management responsibilities for agreement at the next meeting
Director of Corporate Governance

5 September 2013

National Audit Office audit completion report

Martin Burgess, National Audit Office, outlined the contents of the
audit completion report undertaken on the 2012 — 13 financial
statement audit.

The Committee noted the NAO’s view that the organisation’s internal
controls had remained robust during the considerable changes within
the organisation over the past year. It was recommended that, given
the change in Council membership, the Council review in due course
the quality and materiality of the information it received.

The Committee also noted that the NMC now had a more robust
process in place for special payments, which would be subject to
ongoing review.

The Committee noted the NAO report.

External audit management letter

Kathryn Burton, haysmacintyre, outlined the contents of the external
audit management letter. The Committee noted that haysmacintyre
were content with the internal controls in place and that the NMC had
fully addressed the points raised in the previous year’s external audit
management letter. It was specifically noted that disclosures on
related party transactions were appropriate and that the treatment of
the Department of Health grant was appropriate.

The Committee received updates on the following points:

a) Progress on updating the Financial Procedure manual was
ongoing and was subiject to further revision upon the updating
of finance systems.

b)  Discussions were ongoing with HMRC around reclaiming
PAYE and NIC payments for Fitness to Practise panellists.

Annual report and accounts

The Committee considered the annual report and accounts for 2012
-13 and noted the process in going forward for submission of the
annual report and accounts to Parliament.
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2. Members of the Committee had made a number of detailed
comments on the annual report and accounts to officers prior to the
Committee meeting and these had been carefully considered. The
comments would be incorporated in the final accounts where
appropriate.

3. The Committee suggested the following further amendments:

a) Page 46, “Charitable activities costs” heading to be replaced by
“Total resources expended”;

b) Page 75, remove “servicing of finance” from “Returns on
investment and servicing of finance”

4. The Committee requested that the annual report be amended to
reflect the fact that registrants’ annual NMC fees may rise in future
but that any such rise would be subject to consultation, in line with
the wording of the original Council resolution. It was also agreed that
the quality of disclosures within the report on overseas registration
be reviewed.

5. Subject to incorporation of amendments proposed by Committee
members both prior to, and during the meeting, the Committee
endorsed the submission of the annual report and accounts to the
Council for approval.

6. The Committee extended its thanks to Verity Somerfield and
colleagues for their work in compiling the annual report and
accounts.

Action: Amend the annual report and accounts to be presented to the
Council

For: Director of Corporate Governance

By: Council — 18 July 2013

AC/13/46 Fitness to Practise annual report

1. The Committee was asked to consider the Fitness to Practise annual
report in order to provide internal assurance to the Council on its
robustness and accuracy. The assurance mechanism for the annual
report for future years would need to be reviewed.

2. The Committee considered the report and requested the following
amendments:

a) Table 3: greater clarity required on “unidentified referrals”

b) All tables to include “percentage of register” in addition to
“percentage of referrals”

3. Officers were asked to consider whether the information provided in
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tables 6 — 9, 14 — 17, 21 — 24 and 28 — 31 should be excluded from
the report and reported to stakeholders in another way, due to the
high percentage of “unknown” in the analyses and the risks of
drawing conclusions based on small numbers.

4. The Committee also stated that it would helpful to consider whether
a glossary of terms would be beneficial for external stakeholders.

5. Subject to the above amendments, the Committee agreed to
endorse the Fitness to Practise annual report to the Council.

Action: Amend the Fitness to Practise annual report to reflect the
Committee’s discussions

For: Director of Corporate Governance

By: Council — 18 July 2013

AC/13/48 NMC assurance map

1. Sarah Hillary, Moore Stephens, introduced the NMC assurance map,
which was designed to provide the Committee and the Council with
an understanding of where assurance on the NMC'’s activities could
be provided. It was noted that the map was an assessment of
assurance activities as reported by management and that the
effectiveness of these activities would be tested through the internal
audit and corporate QA programmes.

2. The Committee noted that further planned assurance activities
should bolster the ‘first line of defence’ in a range of functions.
Certain ‘third line’ defences, such as the Health Select Committee,
would only be able to provide a limited source of assurance but
would nonetheless be a source of information.

3. The Committee welcomed the introduction of the assurance map,
which would support the Committee in being able to perform its
assurance role to the Council on the robustness of processes in
place across the organisation. It was noted that the Council would
formally own the assurance map and that reporting of the map
should be alongside the Risk Register.

AC/13/47 Draft internal audit strategy and year one work programme

1. The Committee noted the draft internal audit strategy and year one
work programme. The strategy and direction of travel had been
formulated following extensive discussions with management and
this level of engagement was important in going forward.

2. The Committee noted progress to date, which included work
undertaken already by Moore Stephens on outstanding
recommendations from the NMC'’s previous internal audit providers,
and the development of terms of reference and timetables for Q2
work.
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Action:
For:
By:
Action:

For:
By:

AC/13/49

1.

AC/13/50

It was noted that there were a small number of risks that appeared
on the Corporate Risk Register that were not subject to internal audit
work in year one. The year one work programme had been
formulated to balance addressing risks on the register with risks in
internal programmes being undertaken.

The Committee agreed that business continuity appeared to be a
considerable risk to the organisation and asked that this be
prioritised to be included within the year one work programme. The
communication and engagement workstream would therefore be
deferred to Q1 2014 — 15.

The Committee agreed that the Risk Register should be updated to
reflect planned internal audit activities against relevant risks. The
Committee would be updated at each meeting on internal audit
activity.

Amend the internal audit year one work programme to include
business continuity in Q4 of year one; and to include
communication and engagement in Q1 of year two.

Moore Stephens / Director of Corporate Governance

5 September 2013

Update the Risk Register to reflect proposed IA activity against
relevant risks

Director of Corporate Governance

5 September 2013

Corporate quality assurance strategy

The Committee was asked to consider the corporate quality
assurance (QA) strategy following the Council meeting on 20 June
2013. It was noted that the focus of the corporate QA programme
would be on high risk areas and would sit alongside the assurance
map and other internal audit functions.

The Committee agreed that it was appropriate for the QA team to
raise concerns with the Director of Corporate Governance and the
Chief Executive and Registrar in the first instance. It would then be
appropriate for concerns to be raised directly with the Audit
Committee if these routes had not addressed the concerns.

The Committee agreed the broad direction of travel for the strategy
and agreed that resourcing to support delivery of the strategy was an
operational issue. The next step would be for the Corporate
Governance directorate to make a case to the Directors’ Group for
allocation of budget from the central pool.

External audit provision
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1. Kathryn Burton, haysmacintyre, left the meeting during discussion of
this item.
2. The Committee agreed, in view of the high quality of support

provided by haysmacintyre and the need for some consistency in
audit provision given the recent appointment of Moore Stephens, to
extend the contract for haysmacintyre for a further year.

3. The Committee agreed it would be appropriate to examine the case
for retendering for the provision of external audit services next year
in due course.

Action: Report to the Committee with proposals for external audit
tender

For: Director of Corporate Services

By: November / December 2013

AC/13/51 Format of future meetings

1. The Committee noted the recommendation from the previously
constituted Committee that a seminar session be held prior to
meetings to support members’ induction and agreed that this was not
necessary.

AC/13/52 Identified development needs

1. It was agreed that development needs be considered on an ongoing
basis and that no discussion was needed at this stage on this item.

AC/13/53 Recent guidance on Audit Committees (National Audit Office)

1. The Committee noted the guidance.

AC/13/54 Any other business
1. It was noted that, further to the discussion by Committee, that quality
assurance should be included within the addendum to the

Committee’s terms of reference (detailing management responsibility
for audit provision).

The date of the next meeting is to be 5 September 2013.

The meeting ended at 12:55.
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AC/13/59

5 September 2013
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Nursing &
Midwifery
Councll

Audit Committee

Summary of actions

Action:

Issue:

Core
regulatory
function:

Corporate
objectives:

Decision
required:

Annexes:

Further

information:

For decision.

A summary of the progress on completing actions agreed by the Audit
Committee on 8 July 2013 and progress on actions outstanding from
previous Audit Committee meetings.

Supporting functions.

Corporate objective 7: The action list supports effective governance
processes by enabling the Committee to assure itself that action is being
progressed.

The Committee is asked to note progress on actions agreed by the Audit
Committee on 8 July 2013 and outstanding from previous meetings.
Subject to members’ views, it is proposed that, following this meeting, all
actions arising that are due for reporting back and have been reported to
this meeting be removed from the summary.

None.

If you require clarification about any point in the paper or would like further
information please contact the author or the director named below.

Author: Paul Johnston
Phone: 020 7681 5842
paul.johnston@nmc-uk.org

Director: Lindsey Mallors
Phone: 020 7681 5688
Lindsey.mallors@nmc-uk.org
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e ks
5 September 2013 Midwifery

Councll

Audit Committee

Committee terms of reference

Action:

Issue:

Core
regulatory
function:

Corporate
objectives:

Decision
required:

Annexes:

Further

information:

For decision.

The Committee is asked to consider the attached addendum to the Audit
Committee terms of reference, which outlines management responsibility
for audit activities as requested at the Committee meeting on 8 July.

All functions.

Corporate objective 7: “We will develop effective policies, efficient
services and governance processes that support our staff to fulfil all our
functions.”

The Committee is asked to review and endorse the addendum to the
Terms of Reference.

Annexe 1: Proposed addendum to the terms of reference for the Audit
Committee

If you require clarification about any point in the paper or would like further
information please contact the author or the director named below.

Author: Paul Johnston Director: Lindsey Mallors
Phone: 020 7681 5559 Phone: 020 7681 5688
paul.johnston@nmc-uk.org Lindsey.mallors@nmc-uk.org
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Context:

Discussion
and options
appraisal:

Public
protection

implications:

Resource

implications:

Equality and
diversity

implications:

Stakeholder

engagement:

Risk

implications:

18

Members will recall that the Committee considered its proposed
terms of reference, which had been put drafted with reference to the
recommendations arising from the governance review and to a wider
benchmarking exercise against guidance from the Institute of
Chartered Secretaries and Administrators (ICSA), the Financial
Reporting Council, HM Treasury, other healthcare regulators and
good practice in other sectors, at its meeting on 8 July.

The Committee endorsed the terms of reference, subject to
amendments to the Committee’s remit (which were incorporated
within the terms of reference presented to the Council on 18 July)
and the inclusion of an addendum outlining management
responsibility for audit activities.

Recommendation: The Committee is asked to review and
endorse the addendum to the Terms of Reference as set out in
Annexe 1.

None directly from this paper. The Audit Committee has nonetheless
a crucial role in determining that NMC policies and processes are all
sufficiently robust to ensure that the public are protected.

None directly from this paper.

None directly from this paper.

The terms of reference have been reviewed in the light of the
governance review undertaken by external consultants.
Benchmarking has been undertaken as per paragraph 2.

There are a number of risk implications arising. Specifically, if the
terms of reference are insufficiently clear on remit, there is the risk of
lack of clarity over decision-making and potential duplication of work.
There is also a reputational risk associated with poor decision
making. These risks have been mitigated through close regard to
good practice in other areas through benchmarking organisations
within and external to the sector.

Risk management is an important role undertaken by the Audit
Committee, and this role features prominently in the proposed terms
of reference.
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Legal 10 None directly from this paper. The Audit Committee is not a statutory
implications: obligation, though its constitution is consistent with good
governance.
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20 Nursing &
Midwifery
Councll
Annexe 1 - Audit Committee Terms of Reference

1 The Audit Committee is established by the Council under Article 3 (12) of the
Nursing and Midwifery Order 2001.

Remit

2  The remit of the Audit Committee is to support the Council and management by
reviewing the comprehensiveness and reliability of assurances on governance,
risk management, the control environment and the integrity of financial statements
and the annual report.

Responsibilities
Integrity of financial statements

3 Review the annual report and accounts before they are submitted to the Council
for approval, focussing in particular on:

3.1  Consistency of, and compliance with, accounting policies.
3.2  Compliance with appropriate accounting standards.

3.3  Significant adjustments arising from audit and any unadjusted mis-
statements.

3.4  Major accounting judgements.

3.5 Clarity of the annual governance statement and other disclosures in the
annual report relating to internal control, risk management, audit, and other
matters falling within the Committee’s remit.

4 Ensure that the systems for financial reporting to the Council are reviewed to
ensure clarity, completeness, and accuracy.

Internal controls and risk management

5 Review the adequacy of internal controls and monitor sources of assurance
relating to them.

6 Review the risk management system, including the scope and effectiveness of the
processes employed by management to identify, evaluate, manage, and monitor
significant risks.

7 Review the financial regulations, including the scheme of financial delegations and
the anti-fraud and anti-bribery policies.

8 Review the NMC'’s public interest disclosure (whistle-blowing) procedure and the
serious event review policy.
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11
12

13

14

15

16
17

18

19

21 Nursing &
Midwifery
Councll

Internal audit
Advise the Chief Executive on the appointment of the internal auditors.

Consider and approve the internal audit charter, ensuring that the internal auditors
have sufficient standing in the NMC, have appropriate access to information, and
are free from management or other restrictions, in order to allow them to perform
their function effectively and in accordance with the relevant standards.

Consider and approve the high level annual internal audit programme.

Receive reports on the internal audit programme, reviewing and monitoring
management’s responsiveness to the findings and recommendations of the
internal auditors.

Meet with the internal auditors at least once a year, without NMC management
being present, to discuss their remit and any issues arising from the internal audits
carried out.

External audit

Consider and make recommendations to the Council regarding the appointment,
re-appointment and removal of the external auditors.

Oversee the relationship with the external auditors, including:
15.1 Approving their remuneration, terms of engagement, and the audit scope.

15.2 Assessing their independence and objectivity in accordance with relevant
audit standards.

15.3 Agreeing proposals for them to undertake non-audit services.
Consider and approve the annual external audit plan.

Review the letter of representation requested by the external auditor before it is
signed by the Trustees.

Review the findings of external audit work, including:

18.1 Reviewing the external audit management letter and the management
responses.

18.2 Discussing any significant issues that arose during the audit.
18.3 Any accounting and audit judgements.

18.4 Levels of errors identified during the audit.

National Audit Office (NAO)

Oversee the relationship with the NAO.
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Midwifery
Councll

20 Consider and approve the annual NAO audit plan.
21 Review the findings of the NAO’s work, including:

21.1  Reviewing the NAO audit completion report and the management
responses.

21.2 Discussing any significant issues that arose during the audit.
21.3 Any accounting and audit judgements.

21.4 Levels of errors identified during the audit.
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Annexe: Summary of Management Responsibilities

1

The general responsibilities delegated by the Council to the Chief Executive and
Registrar are set out in the Scheme of Delegation.

The Chief Executive and Registrar’s responsibilities as Accounting Officer are set
out in Managing Public Money.

In general terms, the responsibilities of management as regards the matters which
fall within the remit of the Audit Committee are as follows:

Financial statements

3.1

3.2

3.3

Prepare an annual report and accounts which present a true and fair view of
the NMC'’s affairs and comply with appropriate accounting standards.

Submit the annual report and accounts, once approved by the Council, to
the Privy Council to be laid before Parliament.

Provide clear, complete, and accurate financial reports to the Council.

Internal control and risk management

3.4

3.5

3.6

3.7

Ensure that matters which call into question the effectiveness of internal
controls are reported to the Audit Committee.

Implement the risk management system and report to the Audit Committee
on its effectiveness.

Determine and implement the financial regulations, including the scheme of
financial delegations and the anti-fraud and anti-bribery policies, and ensure
they are presented to the Audit Committee for periodic review.

Determine and implement the public interest disclosure (whistle-blowing)
procedure and the serious event review policy and ensure they are
presented to the Audit Committee for periodic review.

Internal audit

3.8

3.9

3.10

3.11

Manage the relationship with the internal auditors in accordance with the
internal audit charter, ensuring, in particular, that the auditors have
appropriate access to information and are free from management or other
restrictions.

Work with the internal auditors to develop an internal audit programme that
provides appropriate coverage of internal controls and is aligned to the risk
profile.

Provide management responses to internal audit recommendations.
Follow through and monitor the implementation of recommendations,

reporting progress to the Audit Committee.
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External audit and NAO

3.12 Manage the relationship with the external auditors and the NAO, ensuring,
in particular, that the auditors have appropriate access to information and
are free from management or other restrictions, and that all required
disclosures and representations are complete and accurate.

3.13 Respond appropriately to the findings of audit activity and report to the
Committee on the implementation of any recommendations.

General

3.14 Ensure that policies are updated to take account of relevant good practice,
including, where applicable, guidance issued by the Treasury or the NAO.
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25

Nursing &
Midwifery
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Audit Committee

Risk management update

Action:
Issue:
Core
regulatory

function:

Corporate
objectives:

Decision
required:

Annexes:

Further

information:

For discussion.

This paper presents an update on the implementation of the refreshed
approach to risk management at the NMC.

Supporting functions.

Corporate objective 7.

An effective system of risk management is an essential element of good
governance.

The Audit Committee is recommended to:

e Note (i) the steps that have been taken to implement the risk
management policy and framework and (ii) the forthcoming reviews
that will provide further assurance in this regard (paragraph 24).

e Discuss what information officers should present at each Audit
Committee meeting, to provide assurance to the Committee about the
risk management arrangements (paragraph 27).

e Discuss reporting arrangements which will enable the Audit

Committee to provide a risk management update to the Council on a
quarterly basis (paragraph 28).

The following annexes are attached to this paper:

e Annexe 1: The Corporate risk register.

¢ Annexe 2: Risk management training session outline.

If you require clarification about any point in the paper or would like further
information please contact the author or the director named below.

Author: Janice Cheong Director: Lindsey Mallors
Phone: 020 7681 5765 Phone: 020 7681 5688
janice.cheong@nmc-uk.org lindsey.mallors@nmc-uk.org
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Context:

Discussion:

26

The Professional Standards Authority (PSA), formerly CHRE, noted
that the NMC'’s approach to risk management “is not consistently
and effectively applied” (paragraph 7.13, Strategic Review, July
2012), and that improvements were required.

During 2012-2013, the NMC’s risk management approach was
refreshed and a revised policy and framework were approved at the
April 2013 Audit Committee meeting.

These documents are available on the e-Net.

Rolling out the refreshed risk management approach

In April to June 2013, we raised awareness across the NMC about
our refreshed risk management approach through corporate and
directorate briefings, announcements on the staff intranet and
through training sessions which the Corporate Governance
directorate organised and lead on.

Risk management training

11 training sessions were held between 22 April and 5 June. 98
members of staff, including the Chief Executive, received the
training. Training was offered to all directors, heads, team managers
and executive assistants.

The content of the training sessions can be found at Annexe 2.

Training packs, which mirror the course content, were issued to staff.
The sessions were interactive and attendees identified risk
information which was noted and subsequently used to inform the
development of the directorate risk registers.

Attendees were invited to complete an HR evaluation survey about
the training they had received.

8.1 54 out of the 98 attendees completed the survey. The majority
of responders (49) rated their training session as ‘Good’ or
‘Excellent’.

8.2  The majority of comments were positive, complimenting the
usefulness of the session, the trainers’ delivery, and the
material provided.

Staff who were invited but could not attend a training session will be
invited to future sessions. We aim to hold a training session each
quarter for new starter managers, other staff who have not had the
training, and those who wish to refresh their knowledge.
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11

12

13

14

15

27

Current arrangements for reviewing the risk registers
Key elements from the risk management framework are:

10.1 There are five main levels of accountability for risk
management at the NMC. These include the Council, the
Audit Committee, the Chief Executive and Executive Board,
individual directors and their staff, and sponsors of
programmes and projects.

10.2 There are wider responsibilities for all staff, our internal audit
providers and contractors and partners.

10.3 The use of risk registers to document all aspects of the NMC'’s
risk management cycle.

10.4 The Council defines and sets the NMC'’s risk appetite. Whilst
‘green’ risks are deemed to be tolerable by the Council, ‘red’
and ‘amber’ risks are deemed intolerable and therefore
require specific management action and attention.

10.5 Ensuring risk management is a dynamic process. The risk
registers are living documents in that the recorded risks and
risk scores do not remain static.

The Council is responsible for ensuring that the risk management
processes in place are robust and proportionate, for setting the
strategic risk appetite and for reviewing the highest level risks on a
regular basis. The Corporate risk register was presented in its new
format to the Council for the first time at the June 2013 meeting.

Following the June Council meeting and the roll out of the training
sessions, directorates started to build their risk registers in the
refreshed format.

Directorates are still developing their risk registers but overall the
organisation is now settling into a cycle of reviewing and updating
the risk registers each month.

As part of the refreshed risk management approach, Corporate
Governance carries out a monthly scrutiny of directorate and the
Change Management and Portfolio Board (CMPB) risk registers.

At these meetings, risk registers are scrutinised for:
15.1 Compliance with the refreshed approach.
15.2 Substance.

15.3 Red risks that require escalation to the corporate risk register.
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16

17

18

19

20

21

22

23

24

25

26

28

15.4 Cross directorate links.

Each directorate and the CMPB is provided with feedback on their
risk register after the meeting.

Staff are continuing to seek advice and support about risk
management from the Corporate Business Planning team.

Risks are also discussed at the monthly finance and business
planning review meetings, which take place between each
directorate and the Finance and Governance and Planning teams.

The Corporate risk register (Annexe 1) is reviewed monthly by the
Executive Board (previously the directors’ group). The directorate /
CMPRB risk registers are also presented alongside the Corporate risk
register, for context.

The Corporate risk register is presented to the Council at each
Council meeting as part of the ‘Performance and risk report’, which
is a standing agenda item.

Planned work

The outcomes of risk management have been used to inform the
NMC'’s internal audit strategy and plan (see Iltem 8) and the
development of the assurance map (Iltem 11). As part of the audit
plan, the NMC'’s risk management process will be subject to review
in 2013-2014.

A post-implementation review of risk management is scheduled to
be carried out during quarter 3 (October to December) by the
Corporate Governance directorate. The outcomes will be reported to
the Audit Committee in February 2014.

An annual review of risk management is planned for the end of the
financial year and the outcomes will be reported to the Audit
Committee.

Recommendation: The Committee is invited to note (i) the steps
that have been taken to implement the risk management policy
and framework and (ii) the forthcoming reviews that will provide
further assurance in this regard.

Audit Committee responsibility

The Audit Committee is responsible for ensuring that the NMC'’s risk
management “processes and procedures are robust and operate
effectively.”

The risk management framework envisages that this will be done
through:
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Public
protection

implications:

Resource

implications:

Equality and
diversity

implications:

Stakeholder

engagement:

Risk

implications:

Legal

implications:

27

28

29

30
31

32

33

34

35

36

29

26.1 “Checking that there are fit for purpose policies and
procedures in place to manage risk and that these are being
applied across the organisation and in relation to all of its

functions and activities.

26.2 “Undertaking detailed scrutiny of the application of processes
and procedures in relation to each of the functions on a
regular basis. This includes being satisfied that risks are being
identified and managed appropriately and proportionately in
accordance with the Council’s risk appetite. The Committee
should consider the management of risk in one directorate

each quarter.

26.3 “Reporting the outcomes of the Committee’s scrutiny to the

Council on a quarterly basis.”

Recommendation: Discuss what information officers should
present at each Audit Committee meeting, to provide assurance
to the Committee about the risk management arrangements.

Recommendation: Discuss the reporting arrangements for
providing a risk management update to the Council on a
quarterly basis.

Effective risk management across the organisation should result in
serious risks to public protection being identified and effective
strategies being implemented to mitigate these risks.

Training costs were met from the Corporate Governance budget.

Resource implications are organisation-wide for continuing to embed
risk management.

An Equality Impact Assessment initial screening form for the risk
management training was completed in April 2013.

Equality and diversity implications are considered when rating the
impact of risks and determining actions required to mitigate risks.

None.
The risk that we fail to embed risk management across the
organisation, resulting in our inability to fulfill our statutory functions,

is detailed on the Corporate Governance risk register.

Failure to identify and effectively manage risks potentially exposes
the NMC to legal action.
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Corporate risk register

31

Date: 16 August 2013 Issue No: 5
No. | Date of Risk Scenario Inherent risk Mitigation in place / Planned action Post- Risk Owner | Dates up-dated | Status (open/closed | Direction
origin scoring mitigation (and (log of dates for | plus clear indication of (of risk
scoring Sponsor) when risk was whether and when on | score from
Root cause(s) Potential situation Consequences 3lo|¢e 3lo|¢e updated) track / not on tfaCk e thg
ol 818 o| 818 reduce scoring) previous
=E|E|» =E|E|» issue)
2| 2|
= =
CR1 May-13 |Integrity of the register - Current Mitigation in place: 07/08/2013 Open - on track. No change
A (1) Standard operating procedures and improved
(previously IENWiser and Case The online register may be (1) Public protection training. o 21/08/2013: Planned]  Risk reviewed monthly.
risk Reg Management System (CMS) not|inaccurate. compromised. (2) Daily reconciliation reports and me}nual internal audit activity Fgcusc_ad on gu_rrent
2011/02. fully integrated. (2) Negative impact on processes to add_ress _system anomalies. added registration aptmty and
I_Dgte of (2) Current policies, processes registrants. (3) O\{erseas reglstratlop procedures strengthened therefore is more
origin: Apr and procedures may be (3) Reputation damaged. following pause and review. controllable through
2011) ineffective or inconsistently Pl d action: mitigation actions than the
applied. anned action: historic risk below. Risk
(1) Implement Registration Improvement Programme reduction expected Oct
(September 2013-September 2014). 2013
(2) Address prioritised system defects (September
5| s 2013). . . 4l a4 Director,
(3) Implement recommendations of independent Registrations
audit as reported to Audit Committee in January
2013.
(4) Further process refinements and alignment of FtP
and Registration data (ongoing).
(5) Planned internal audit activity: Internal audit
activity planned for Q2 - 4 2013 - 14 on registration
control framework; and for Q4 2013 - 14 on
registrant data integrity (6)
Establish longer term strengthened overseas
process (April 2014). Incorporating competency test
pending planned consultation.
CR1 May-13 |Integrity of the register - Historic Mitigation in place: Directors' group Open - on track. No change
B (1) Policies and procedures We may identify individuals (1) Public protection (1) Standard operating procedures and improved meeting 05.07.2013 -
(previously |may have been absent, currently on the register who compromised. training. reviewed wording of | Risk reviewed monthly.
risk Reg |ineffective or inconsistently would not meet current (2) Reputation damaged. (2) Initial Overseas Audit (April 2002 - 2013) results risk. Involves a long lead time
2011/01. |applied in the past. requirements for admission, and indicate a strengthening of process over time (since for any action to play
Date of |(2) Historic decisions may have |we may not have appropriate 2007). forward and impact the risk
origin: Apr |been made on a different basis, |plans in place to respond to this. Planned action: scoring.
2011)  |but cannot be reversed. (1) Analysis of specific cohorts where potential Very marginal
(3) Circumstances may have issues/risks are identified - to provide assurance or improvement predicted
changed after initial admission scope any issues (on-going). until after revalidation in
to the register, however these (2) Introduction of data integrity manager who will Director, place from 2015
are not routinely checked. 515° interrogate register to establish areas of risk 514 Registrations
(3) Risk based PREP audit(Jan 2014)
(4) Investigate gathering employer data to allow
analysis of appropriate registration(ESR)(July 2014)
(5) Introduction of a Revalidation model to confirm
currency of information held and to establish actions
for dealing with registrants who do not meet the
standards for registration (2015).
(6) Further risk based audits as required.
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No.

Date of
origin

Risk Scenario

Inherent risk
scoring

Mitigation in place / Planned action

Root cause(s)

Potential situation

Consequences

Likelihood|

Impact|

Score

Post-

mitigation

scoring

LikeIihoodI

Impact|

Score

Risk Owner
(and
Sponsor)

Dates up-dated
(log of dates for
when risk was
updated)

Status (open / closed
plus clear indication of
whether and when on
track / not on track to
reduce scoring)

Direction
(of risk
score from
the
previous
issue)

CR2

May-13

(previously
risk G28.
Date of
origin: May
2012)

Fitness to practise

(1) Historic under investment in
FtP.

(2) Inflexible legislative
framework.

(3) Fluctuations in referrals
above the forecast levels.
(4) Possibility that processes
may be unable to sustain
required volume of case
progression/hearings at the
expected quality.

The quality of our decision
making may be compromised and
we may not achieve the
investigation/adjudication targets

(1) Public protection
compromised.

(2) Negative impact on
registrants.

(3) Negative impact on referrers.

(4) Reputation damaged.

Mitigation in place:

(1) Detailed profiling and forecasting of caseload and
activity and oversight by FtP Board.

(2) Improved case management processes including
voluntary removal and consensual panel disposal.
(3) Standard operating procedures and improved
training for staff.

(4) Increased staffing base.

(5) Targeted review of adjudication caseload.

(6) Increase in number of panel members and
introduction of rolling recruitment for panel members
and chairs.

(7) Training for panel members and introduction of
rolling programme.

(8) Increased number of hearing venues.

Planned action:

(1) External review of management information and
forecasting assumptions ( September 2013).

(2) Further workforce planning (March 2014).

(3) Quality assurance framework to be fully
implemented (December 2013).

(4) Review of thresholds for action (December 2013).
(5) Closer working with employers (April 2014).

(6) Legislative change (July 2014).

(7) Contingency planning for increase in hearing
activity at the end of Q3.

15

Director,
Fitness to
Practise

DG meeting
28.06.2013 -
provided more
explanation.

19.07.2013 - risk
reviewed and no
change

Open - on track

Weekly
performance/delivery
against target reviewed at
weekly management
meeting and risk reviewed
monthly. Risk reduction
expected in early 2014
once adjudication
caseload has decreased
and new case
management measures
have embedded.

No change

CR3

May-13

(previously
risk T30.
Date of
origin: May-
13)

Revalidation

(1) Possible lack of stakeholder
buy-in.

(2) Complexity of the
revalidation model

(3) Cost of revalidation process
to the NMC and/or to the wider
system

(1) Revalidation model which has
been signed off is not delivered:
(a) by December 2015 and/or

(b) in an effective manner

(1) Public protection
compromised

(2) Negative impact on
registrants

(3) Reputation damaged

Mitigation in place:

(1) Stakeholder engagement via Strategic
Discussion Group and Task and Finish Group,
Patient and Public Forum and engagement events in
the four countries.

(2) Options developed in collaboration with the
stakeholders.

(3) Oversight and scrutiny by Revalidation Board and
by Change Management and Portfolio Board.

Planned action:

(1) Stakeholder engagement (ongoing). New
Employer reference group and Revalidation advisory
group to be set up.

(2) Revalidation to be developed in phases -
proposals to Council in Sept 2013.

(3) Develop detailed costings to inform options - Sept
2013.

(4) Planned internal audit activity foussing on
continued practice, including the revalidation
framework project for Q2 2013 - 14 (5)
Consultations - Informal (Oct 2013); formal wider
public (Jan 2014); Core Standards (April - June
2014)
(6) Testing and piloting of new model - 2015.

12

Director,
Continued
Practice
(sponsor) AD
Revalidation
(lead)

13/08/2013 - added
more explanation.

21/08/2013: Planned
internal audit activity
added

Open - on track to reduce
scoring. This will be
achieved in Dec 2015

No change
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No. | Date of Risk Scenario Inherent risk Mitigation in place / Planned action Post- Risk Owner | Dates up-dated | Status (open/closed | Direction
origin scoring mitigation (and (log of dates for | plus clear indication of (of risk
scoring Sponsor) when risk was whether and when on | score from
Root cause(s) Potential situation Consequences § o] 2 _g |8 Updated) el et traCk e thg
o| 818 o| 818 reduce scoring) previous
=E|E|» =E|E|» issue)
o | — o | —
= =
= =
CR4 | Jun-2012 |Professional indemnity insurance (Pll) 3 | 12 [Mitigation in place: 319 07/08/2013 Open - on track No change
(1) Council decided NMC policy principles in April
(previously - . . . 2013.
risk T26. |(1) Short timescale for We may be unable to implement |(1) Public protection (2) NMC response to Department of Health
Date of |implementation following a proportionate solution to the PIl Jcompromised. consultation submitted May 2013.
origin: Jan- outcome of DH consultation. requirement by the required (2) Negative impact on (3) Project plan currently overseen by Reg
13) (2r)| Changelf to Wiser carry deadline of October 2013. rggl;trants.. . ) Programme Manager and existing staff.
'g e; ent risk. _ (3) Reputation damaged. (4) Project Manager in place (01/07/2013).
(3) Project manager not yet in (5) NMC self declaration approach is approved
place. Starts on 1 July 2013 (6) New Notification of Practice form (method of
capture) re-designed.
(7) FAQs detailing NMC position for staff circulated Director,
in July to assist in responding to registrant queries. Registrations
Planned action:
(1) Changes required to Wiser (October 2013).
(2) Liaise with Department of Health outcome of
review, latest dates and clarifications (Sept 2013)
(3) Engage with stakeholders and develop
communications plan and materials (June -
September 2013).
(4) Amend Intention To Practice to refer to Pl (Dec
2013)
CR5| May-13 [Financial resources Mitigation in place: Directors' group Open - on track. Increasing
. (1) Limited sources of income. |We may have insufficient (1) Inability to deliver corporate (1) Prudent budgeting aligned to corporate planning meeting 28.06.2013 1 = .
(previously S . ) . N . and change management programmes. Likelihood increased| Risk reviewed monthly
risk G39 (2) Possible increase in financial resources to meet all our|objectives and/or improvement oV Fi ol strat by 1 following recent] e
" |Jresource requirements as a planned operational programme. (2) |.nanC|a strategy. . . y . 9 .
Date of . A (3) Risk based reserves policy. increase in FtP Linked to Department of
. result of external factors e.g. requirements. (2) Negative impact on ) . . .
origin: Mar- Francis report, external reviews registrants (4) Monthly finance and planning meetings with each referrals. Health KPI of January
13) government policy etc. (3) Reputation damaged. directorate. o . 2016
(3) Possible increase in fitness (5) Monthly monitoring by Directors Group.
to practise referrals above (6) Standing financial report to the Council. Director, reaibtﬁrgzko:ergfcﬁiirin
forecast rate. 4 5 4 5 Corporate October 2013
(4) Resource requirements Planned action: Services
:{::mg:gg;ss?;ergl\’/emem (1) Review of subsidiary fees - autumn 2013.
roiects P (2) Annual review of registrant fees - spring 2014.
?S)JPoss.ibiIit that we do not (3) Mid year review of financial resources against
. Y - emerging priorities and quantification of emerging
achieve targeted efficiency . . .
savings operational risks (Sep 2013 completion).
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No.

Date of
origin

Risk Scenario

Inherent risk
scoring

Mitigation in place / Planned action

Root cause(s)

Potential situation

Consequences

Likelihood|
Impact|
Score

Post-
mitigation
scoring

Likelihoodl
Impact|
Score

Risk Owner
(and
Sponsor)

Dates up-dated
(log of dates for
when risk was
updated)

Status (open / closed
plus clear indication of
whether and when on
track / not on track to
reduce scoring)

Direction
(of risk
score from
the
previous
issue)

CR6

May-13

(previously
risk T24.
Date of
origin: Oct-
12)

Information security

(1) Large volume, complex
information processing.

(2) Possibility that policies and
procedures may be ineffective
or inconsistently applied.

(3) Security enhancements to
some systems needed.

Sensitive information may be
accessed by, or disclosed to,
unauthorized individuals.

(1) Negative impact on data
subject.

(2) Regulatory intervention
and/or fine by the Information
Commissioner's Office.

(3) Reputation damaged.

Mitigation in place:

(1) Information security and data protection policies.
(2) Mandatory training for staff and panellists.

(3) Oversight by Information Governance Steering
Group.

(4) Laptop encryption programme.

(5) Information security gap analysis completed and
independently validated, identifying risk areas.

Planned action:
(1) Implement information security improvement plan,
addressing highest risk areas as priority. High risks
completed by Dec 2013.

(2) New email encryption solution being implemented
(July 2013).

(3) Enhanced coverage and compliance with training
(monthly review). (4) Planned
internal audit activity on data security in Q2 2013 - 14

Director,
Corporate
Services

21/08/2013: Planned
internal audit activity
added

Open - on track.

December 2013 review.
Expect liklihood of impact
and ratings to reduce.

No change

CR7

May-13

(previously
risk G20 &
G35. Date
of origin:
26.3.2012)

Quality of information

(1) Inconsistency in collection
and use of data.

(2) Ownership and governance
arrangements for data and
information management
fragmented.

(3) Enhanced system and
analysis tools needed.

We may not consistently provide
a coordinated response to
management information and
data requests.

(1) Inability to deliver corporate
objectives and/or improvement
programme.

(2) Barrier to making sound
business decisions and
prioritisation of work.

(3) Ineffective use of resources.
(4) Reputation damaged.

15

Mitigation in place:

(1) Short term improvements to strengthen
understanding of management information across
registration and fitness to practise systems. (Cross
reference CR1)

(2) Short term improvements to support stakeholder
engagement intelligence needs underway, including
liaison with other regulators.

(3) Data produced for annual reports.

(4) Improved FtP Ml to support corporate KPlIs.

(5) Test report runs being done and results obtained
to inform project scoping.

Planned action:

(1) Full data project to be scoped (Oct).

(2) Further data test reports to be run (October-Dec).
(3) Information strategy and governance to be
developed through planned workstreams.

(4) QA Strategy to include providing assurance on
data quality and management.

(5) Initial data sharing with CQC to be further
developed (Started August, ongoing).

(6) Coding architecture compatible with other
regulators being developed (check with Andy
Langler on timing).

(7) Corporate data working group to be set up by the
end of September. (8)
Planned internal audit activity on quality assurance
processes (Q2 and Q4 2013 - 14) and on risk
management processes (Q2 2013 - 14)

15

Director,
Corporate
Governance

DG meeting 6
August - reviewed
actions. Impact of
mitigations not fully
realised yet.

21/08/2013: Planned
internal audit activity
added

Open - on track. Project in
early stages and will
require time to diagnose
and correct. Links to ICT
strategy, post 2014 for full
implementation.

Review Dec 2013 for
implementation progress.

No change
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No. | Date of Risk Scenario Inherent risk Mitigation in place / Planned action Post- Risk Owner | Dates up-dated | Status (open/closed | Direction
origin scoring mitigation (and (log of dates for | plus clear indication of (of risk
scoring Sponsor) when risk was whether and when on | score from
Root cause(s) Potential situation Consequences § o] 2 _g |8 Updated) el et t'faCk e thg
o| 818 o| 818 reduce scoring) previous
=E|E|» =E|E|» issue)
o | — o | —
= =
= =
CR8 May-13 |Leadership, governance and management Mitigation in place: 7.08.2013 - Open - on track. No change
(1) Transitional issues arising |We may experience difficulties in (1) Inability to deliver corporate SI;rlj;egeurﬁarnTZﬁgngcsnr;z;:?c;rg(ggg ai?gﬁ;g;?;ie ;ﬁ;;fgﬁ: are Review October 2013
from reconstitution of the implementing/prioritising objectives and/or improvement 1ag . '
: . . senior management teams. effective and One year on from
Council and concurrent decisions effectively and/or programme. : . .
. . L (2) Annual corporate planning process. likelihood of restructure, 6 months into
governance review. sustaining change. (2) Negative impact on staff. . . s . . .
o . . (3) Induction of new Council and continuing learning occurrence remains | tenure of new Council and
(2) Organisational structure still (3) Reputation damaged. . . : low NEW QOVErnance
embedding. (4) Ineffective use of resources. Sesslons in seminar. L : 9 .
. (4) Human Resources and Organisational Chief arrangements in place.
3) New executive team and 315115 ; X 115] 5 ,
(3) Development strategy in place and being Executive
varying levels of management imol ted
experience across the wgp;men;s .B d tablished
organisation. (5) Executive Board now established.
Planned action:
(1) Implementation of governance review - October
2013.
CR9 | May-13 |[Staffing Mitigation in place: 15.8.13 Open - on track. No change
. (1) Perception that our rewards |We may experience continued (1) Inability to deliver corporate (1) Improved gmployee communication and .
(previously ackage is poor high staff turnover objectives and/or improvement engagement in place. Review December 2013.
risk T25. P ge 1s poor. 9 ’ ) P (2) Human Resources and Organisational Linked to KPI on employer
(2) Organisational and people programme. . ;
Date of d s - Development Strategy in place and being turnover.
o evelopment historically a low (2) Negative impact on staff .
origin: Oct-| "~ L implemented.
12) priority. morale, motivation, and (3) Staff survey completed
(3) Organisational structure still performance. L . d devel ) ¢ | hed
embedding. (3) Reputation damaged. (4) Learning and development programme launched.
(4) Lack of clear career (4) Ineffective use of resources. .
progression pathways. (5) Loss of corporate memory. L Director,
5 4 Plan ned_ action: _ _ 4 3|12 Corporate
(1) Pensions, pay and grading review to report Services
(August and October 2013).
(2) Review of HR policies ongoing (complete by
March 2014).
(3) Action plan in response to staff survey
(August/September 2013).
(4) Ongoing delivery of learning and development
programme (all year).
(5) Long term workforce planning (commencing June
2013).
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No. | Date of Risk Scenario Inherent risk Mitigation in place / Planned action Post- Risk Owner | Dates up-dated | Status (open/closed | Direction
origin scoring mitigation (and (log of dates for | plus clear indication of (of risk
scoring Sponsor) when risk was whether and when on | score from
Root cause(s) Potential situation Consequences § o] 2 _g |8 Updated) el et traCk e thg
ol 818 o| 818 reduce scoring) previous
Sl elow Sl elow issue)
o | — o | —
= =
= =
CR10] May-13 |Profile and proactivity Mitigation in place: DG meeting Open - on track. Reducing
(1) Engagement with patients, |The NMC's lack of public profile (1) Inability to deliver public (1) Strategic engagement commitment in place. 28.06.2013 - FtP
(previously ublic and stakeholders not (,at means we mav not communicate lorotection effectivel (2) Programme of key stakeholder meetings ongoing activity needed to be| Review March 2014 to
risk T29. P Y y P . y. between Chief Executive, Chair and senior staff with added. Likelihood measure impact of activity.
fully embedded. our role effectively and therefore |(2) Reputation damaged. . ; . i
Date of . . the DH, professional bodies and unions, patient reduced by 1 as a
o (2) Complex healthcare our role is not properly (3) Inappropriate or lack of -
origin: Feb- h . groups, nurses, midwives and other regulators. result.
landscape and regulatory understood. referrals to fitness to practise. ; .
13) . . (3) Patient and Public Engagement Forums held
environment. (4) Inappropriate uarterly in Enaland Undated b
(3) Joint working with other Ineffective joint working inhibits  Jrecommendations from external g ymntngland. . . P y
. . ) ; . . 4) Strategic level initiatives being driven forward. Corporate
regulators inconsistent. sharlng of mforrpatpn about reviews. 55) Short term improvements to support stakeholder Governance
ggizzzl;?iggl?g?;vgg:safe engagement information needs underway. 11.07.2013.
: (6) FtP advice line for Directors of Nursing and
settings where nurses and LSAMOs Updated by
i i . .
rmidwives provide care (7) In 2011/2012 and 2012/13 we held consultations Corporate
and stakeholder listening events about VR (voluntary Governance
removal), sanctions on line, changes to case 09.08.2013
management processes including CPD (consensual
panel determinations) and the 10 process, and 21/08/2013: Planned
changes to guidance including the Indicative internal audit activity
sanctions guidance and Conditions of Practice added
guidance.
Planngd action: _ Director,
4| 4 (1) P?tlent and Public Engagement Forums to be 2 3 Corporate
held in Scotland, Wales and Northern Ireland (Sept Governance

2013 - April 2014).

(2) NMC employer roadshows to be held (Sept
2013).
(3) The website will be relaunched to make it more
public focused and interactive (March 2014).

(4) The use of plain English to make publication
more accessible will be adopted (October 2013
onwards).
(5) Memoranda of understandings to be underpinned
with information and data sharing protocols (March
2014).
(6) Relaunch of escalating concerns guidance (Sept
2013).

(7) FtP to develop a model to work proactively with
employers across the UK (scoping to be completed
by October 2013).

(8) FtP to develop information sharing protocols with
other regulators, and have a system in place to track
all referrals to and from other regulators (by 30 Sept
2013).

(9) Planned internal audit activity to look at
communication and engagement in Q1 2014 - 15
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Nursing &
AC/13/61 MIdWIfery
Item 7 — Annexe 2 Council

Better risk management at the NMC

Training programme outline

1 Welcome and introduction

2 What is risk?

3 Why we need a system for risk management at the NMC
4 The risk management cycle

5 Identifying and framing risk
- root cause
- potential situation
- consequences

6 The risk register

7 Profiling and prioritising risk
- scoring
- risk appetite

8 Action planning
- action plans
- managing and monitoring

9 Process and support
- roles and responsibilities
- risk escalation
- link to business planning, quality assurance, complaints, SERs and
other NMC procedures
- documentation and contacts

10 Summary and close
- next steps

For support, contact the Business Planning team:

Mary Anne Poxton ext. 5440
Janice Cheong ext. 5765

Or:

Matthew McClelland, Assistant Director, Governance and Planning, ext 5987
Mike Andrews, Assistant Director, Quality Assurance and Risk Audit, ext 5925

Page 1 of 1
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)lot\%r?'l 2/62 NUPSIHQ &
5 September 2013 MIdWIfePy

Councll

Audit Committee

Internal Audit Work Programme

Action:

Issue:

Core
regulatory
function:

Corporate
objectives:

Decision
required:

Annexes:

Further

information:

For discussion.

Reports progress against the internal audit work programme 2013-2014.

Supporting functions.

Corporate objective 7: effective governance and internal control
processes

The Committee is invited to note the progress report.

The following annexe is attached to this paper:

e Annexe 1: Moore Stephens Internal Audit Update report

If you require clarification about any point in the paper or would like further
information please contact the author or the director named below.

Author: Fionnuala Gill
Phone: 020 7681 5842
fionnuala.gill@nmc-uk.org

Director: Lindsey Mallors
Phone: 020 7681 5688
lindsey.mallors@nmc-uk.org

Page 1 of 2



Context:

Discussion:

Public
protection

implications:

Resource

implications:

Equality and
diversity

implications:

Stakeholder

engagement:

Risk

implications:

Legal

implications:

3

46

The Audit Committee approved the internal audit work programme
2013-2014 at its meeting on 8 July (minute AC/13/47).

Moore Stephens update on progress against the work programme is
at annexe 1.
The work programme is currently on budget and on track.
3.1 Two substantive items are completed:
3.1.1 Development of the assurance map (see Item 11)

3.1.2 Follow up report on historic internal audit
recommendations (see Iltem 9).

3.2  Two further assignments are in progress:
3.2.1 Audit of KPIs and management information
3.2.2 Audit of Data Security
Both will be presented to December Audit Committee.

3.3 Draftinitial terms of reference for all other assignments have
been received and comments provided to Moore Stephens.
Revised drafts will be considered by the Executive Board on
17 September.

No direct public protection implications arising from this report.
Effective internal audit arrangements should help the NMC deliver its
core regulatory functions more efficiently and effectively.

Resources for management of internal audit services are contained
within the Corporate Governance directorate budget.

No direct equality and diversity implications resulting from this paper.

Not applicable.

Effective internal audit arrangements should support the NMC in
managing risks more effectively.

Not applicable.

Page 2 of 2
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Nursing & Midwifery Council 48 September 2013
INTERNAL AUDIT UPDATE REPORT

Document history Distribution

Draft Version 1 19 August 2013 Fionnuala Gill
Final 21 August 2013 Fionnuala Gill
Audit Committee

General Disclaimer
The content of this report is confidential and not for distribution to anyone other than the NMC. Disclosure to third parties cannot
be made without the written consent of Moore Stephens LLP.

Freedom of Information Disclaimer

In the event that pursuant to a request which NMC has received under the Freedom of Information Act 2000, it is required

to disclose any information contained in this report, it will notify Moore Stephens LLP promptly and consult with

Moore Stephens LLP prior to disclosing such report NMC agrees to pay due regard to any representations which

Moore Stephens LLP may make in connection with such disclosure and NMC shall apply any relevant exemptions which

may exist under the Act to such report. If, following consultation with Moore Stephens, NMC discloses this report or any part
thereof, it shall ensure that any disclaimer which Moore Stephens LLP has included or may subsequently wish to include in the
information is reproduced in full in any copies disclosed.

Moore Stephens LLP Internal Audit Strategy [CONFIDENTIAL] 217
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Nursing & Midwifery Council S0 September 2013
INTERNAL AUDIT UPDATE REPORT

1

1.1

21

2.2

23

Introduction

The purpose of this report is to update the Audit Committee of the Nursing & Midwifery Council (NMC) on
the delivery of the Internal Audit Plan for 2013/14, which was agreed at the last Committee meeting in
July 2013.

Progress on delivery of the audit plan

The internal audit plan for 2013/14 includes 13 assignments, including the assurance map, with a
fourteenth being the second round of follow up work at the year end. Since the last Audit Committee
meeting in July 2013, we have issued draft terms of reference for each audit in the plan so that
management can assess the scope and timing of each review in more detail, as well as take an overview
of the proposed work. The terms of reference will be considered by the Executive Board on 17
September 2013 . The timings and scope currently remain broadly the same as given in the audit plan.

Three internal audit assignments have been completed, one is at final report stage, the detailed follow up
review, and two are at draft report stage, the KPI review and the data security review. The findings from
the detailed follow up review are presented as a separate paper to this meeting.

The remaining work has been programmed and we have confirmed the fieldwork timetable with
management. The programme of audits is on track and within budget. The current status of the plan is
presented in more detail in Appendix A.

Moore Stephens LLP Internal Audit Update Report [CONFIDENTIAL] 4|7
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e el i
5 September 2013 Midwifery
Council

Audit Committee

Historic Internal Audit / Assurance Recommendations

Action: For decision.

Issue: Reports on historic internal audit and other assurance recommendations.
Core Supporting functions.

regulatory

function:

Corporate Corporate objective 7: effective governance and internal control
objectives: processes

Decision The Committee is invited to:

required:

¢ Note the follow up report produced by internal audit at Annexe 1.

e Agree that those recommendations verified as implemented
together with the recommendation not implemented but viewed as
no longer valid by the auditors, no longer be reported.

e Note the log of historic internal audit/assurance report
recommendations at annexe 2.

e Note the prioritised list of historic internal quality assurance
recommendations at annexe 3.

e Decide how historic and emerging internal audit or other assurance
report recommendations should be reported in future.

Annexes: The following annexes are attached to this paper:

e Annexe 1: Internal audit follow up report.

e Annexe 2: Log of historic internal audit/assurance
recommendations.

e Annexe 3: Prioritised list of historic internal quality assurance
recommendations.

Further If you require clarification about any point in the paper or would like further
information: information please contact the author or the director named below.

Author: Fionnuala Gill Director: Lindsey Mallors
Phone: 020 7681 5842 Phone: 020 7681 5688
fionnuala.gill@nmc-uk.org lindsey.mallors@nmc-uk.org
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Context: 1 At April 2013, there were a number of historic recommendations
arising from previous internal audit and other assurance reports still
to be implemented or awaiting verification of implementation by
internal auditors.

2 Moore Stephens was tasked to undertake a follow up review of
those historic recommendations which would not be picked up in
other planned audit activity during 2013-2014. The follow up report is
at Annexe 1.

3  Anupdated log of those historic recommendations not included in
the follow up review but which will be picked up as part of other audit
activity during 2013-2014 is at annexe 2.

4 For completeness, the list of prioritised FTP internal quality
assurance recommendations to be reviewed during 2013-2014 by
Moore Stephens is at annexe 3.

Discussion Moore Stephens Follow up report (annexe 1)

and options

appraisal: 5 Moore Stephens follow up review looked at 25 historic
recommendations. The review found:

5.1 Nine (9) recommendations could now be verified as
implemented (green).

5.2  Fourteen (14) recommendations were being addressed as
part of ongoing longer term organisational activity (amber).

5.3 Two (2) recommendations had not been implemented (red):
one of these was found to be no longer relevant.

6 It is proposed that the 9 recommendations verified as implemented
now be removed from future reporting, along with the 1 red
recommendation which the auditors consider no longer valid.

7 Treatment of the other recommendations not yet implemented (14
amber and one red) is discussed at paragraphs 11 and 12 below.

8 Recommendation. The Committee is invited to:
8.1  Note the follow up report at annexe 1.

8.2 Agree that those recommendations verified as
implemented together with the recommendation not
implemented but viewed as no longer valid by the
auditors, no longer be reported.

Other historic internal audit/assurance report recommendations

Page 2 of 4
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(annexe 2)

9

10

In addition to the 25 recommendations considered in the follow up
review, there are a further 32 historic recommendations as detailed
in the log at annexe 2. This is in two parts:

9.1 Part A: internal audit and other assurance recommendations
which have now passed target date (Total number = 25).

These recommendations will be reviewed as part of other
planned audit work during the 2013-2014 financial year.
Column G of the log indicates when these will be addressed
and reported to Audit Committee.

9.2 Part B: internal audit and other assurance recommendations
not yet passed target date. (Total number = 7)

Although not currently passed target date, some will pass
target date during 2013-2014; others, particularly ICT related
recommendations have longer implementation timescales.
Progress against these will also be reviewed where relevant
to planned audit assignments during 2013-2014.

A further group of recommendations to be reviewed by the internal
auditors during 2013-2014 are the historic internal quality assurance
recommendations relating to Fitness to Practise. For completeness
these are included at annexe 3.

Future reporting of historic recommendations

11

12

The Committee is invited to consider how it would wish to monitor
these historic recommendations in future.

11.1  The Committee could continue to receive a log at every
meeting comprising both historic recommendations and any
new recommendations arising from 2013-2014 audit
assignments.

11.2 Alternatively, the Committee may be satisfied that assurance
on addressing historic recommendations can be provided
through future internal audit reports. Auditors would be
expected to review any past outstanding recommendation and
make a finding as to its continued relevance or produce fresh
recommendations, as appropriate.

The second option above would enable the Committee to focus on
monitoring any new or refreshed recommendations coming through
internal audit work, avoid the risk of duplicate or repeated
recommendations and ensure that recommendations for action
remain valid and relevant.

Page 3 of 4
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13 Recommendations - the Committee is invited to:

14

15

16

17

18

19

Note the log of historic internal audit/assurance report
recommendations at annexe 2

Note the prioritised list of historic internal quality assurance
recommendations at annexe 3.

Decide how outstanding historic internal audit or other
assurance report recommendations should be reported in
future.

No direct public protection implications arising from this report.
Prompt implementation of issues identified by internal audit should
help strengthen levels of assurance and internal controls should help
the NMC deliver its core regulatory functions more efficiently and
effectively.

Resources for co-ordination of the reports are provided for in the
Corporate Governance directorate budget. Work to implement
specific recommendations would need to be addressed within the
relevant directorate budget.

No direct equality and diversity implications resulting from this paper.

Not applicable.

Improved levels of assurance should support the NMC in managing
risks more effectively.

Not applicable.

Page 4 of 4



Follow Up
Internal Audit Report for the
Nursing and Midwifery Council (NMC)

Confidential
Status — Final

July 2013

www.moorestephens.co.uk PRECISE. PROVEN. PERFORMANCE.
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INTERNAL AUDIT REPORT — Follow Up
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Draft 01 18/7/113 Lindsey Mallors, Director of Corporate Governance
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General Disclaimer
The content of this report is confidential and not for distribution to anyone other than the NMC. Disclosure to third parties cannot
be made without the written consent of Moore Stephens LLP.

Freedom of Information Disclaimer

In the event that pursuant to a request which NMC has received under the Freedom of Information Act 2000, it is required

to disclose any information contained in this report, it will notify Moore Stephens LLP promptly and consult with

Moore Stephens LLP prior to disclosing such report NMC agrees to pay due regard to any representations which
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Nursing and Midwifery Council 62 July 2013
INTERNAL AUDIT REPORT - Follow Up

1.1

1.2

1.3

14

1.5

Introduction

This audit was completed at the request of the Nursing and Midwifery Council (NMC) Audit
Committee and as part of the internal audit programme for 2013/14.

The NMC is an organisation undergoing a period of significant organisational transformation.
This is a long term process, which will result in changes to systems, business process and
staffing structures to ensure that the NMC is fit for purpose for the future and able to
appropriately discharge its functions - particularly that of public protection.

As part of change to the NMC, the Council and Audit Committee have been reformed and
reconstituted. The out-going Audit Committee recognised that there were a number of
outstanding audit recommendations from the time of the previous internal audit providers.

The purpose of this review was to follow up outstanding internal audit recommendations, to
ascertain the progress that has been made in the implementation of these recommendations.
Given the volume of recommendations identified for review, we agreed the following protocol
for the follow up with NMC management:

« where recommendations had been previously signed off as implemented by the previous
internal auditors, this was accepted and no further work was undertaken;

« where recommendations had not reached their due implementation date, these were not
included in the follow up review (unless they have been signed off by management as
implemented); and

* recommendations marked as implemented were categorised into activity areas (for example,
registration or finance.). If that area is to be covered as part of the 2013/14 plan, the
recommendations were excluded from this follow up review and will be reviewed as part of
the relevant assignment in the audit plan.

The Audit Committee also requested that Internal Audit follow up recommendations arising from
the work of the former Fitness to Practice Quality Assurance Team. In total there were 72 of
these recommendations to be followed up. After internal discussion, the NMC considered that
to follow up these recommendations in light of their high number and historical focus on
administrative processes which have since changed, did not represent an effective use of
internal audit or staff time and an examination of the whole set of these recommendations would
not be examined. However, we agreed with management that the implementation of the 14 key
recommendations from the 72 FtP QA team work would be examined later in the year. The
review will take place either as part of the planned audit work of the relevant subject areas
outlined in the Internal Audit Strategy and Audit Plan or separately.
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2 Conclusion

2.1  The table below depicts the 25 outstanding recommendations available for follow up and how
these break down by operational areas:

Table 1: Breakdown of followed up recommendations across operational areas

Audit area Number of recommendations
Counter Fraud Healthcheck 9

Financial Controls 1

IT Healthcheck 1

FTP Quality Assurance 10

HR Performance Management 1

Project Management/ Change Management Programme 3

Total: 25

2.2 The RAG rating in the report against each recommendation is internal audit’s assessment as to
whether the recommendations reviewed were implemented (green), where action is subject to
on-going organisational developments or projects (amber) or not implemented (red). The chart
below is a summary of our findings:

Chart 1: Internal Audit’s assessment of recommendation implementation status

Implementation Summary

B Red -2
Amber - 14

m Green -9
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Implementation analysis

2.3 As already noted, the NMC is under-going a period of significant change. Nonetheless, Internal
Audit assessed nine of the twenty-five recommendations followed up as implemented.

2.4 A further fourteen recommendations have been identified where the further progression of the
recommendation is linked to an organisational change process such as a programme or project,
for example, the Registration Improvement project or projects relating to replacement of WISER
and the case management system. Where a recommendation has been assessed as falling
into this category, it is likely that implementation will take place over a prolonged period but
ultimately should result in business improvement.

25 Of the two marked as ‘red’, one related to ‘proactive register management powers’
(Recommendation 2 in our table in Section 4) and the other suggested joining the National
Fraud Initiative (Recommendation 4). After discussions with management, we consider that the
‘proactive register management powers’ was not a relevant recommendation and thus should
be withdrawn. With the other recommendation, we consider that there may be merit in
consulting other databases as part of a registrant data verification process, but it may not be
necessary to follow the recommendation to the letter. We will explore this more with our work
with NMC on the registration process redevelopment.

2.6 The recommendations and fuller details of our findings are given in Section 4 of this report.

3 Audit approach

3.1 We met with the Assistant Directors for each of the follow up areas to determine their
interpretation of the recommendation and ascertain the progress made in implementing the
recommendation. Where available, information was gathered to substantiate implementation or
audit testing undertaken.

3.2  Alist of the NMC staff consulted during the completion of this review is included at Appendix C.
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Nursing and Midwifery Council 80 July 2013
INTERNAL AUDIT REPORT — Follow Up

Appendices

A Audit definitions

Green Recommendation implemented.

Amber Implementation of the recommendation is intended, but timing is contingent on
wider organisational developments or programme/ projects.

Red No action taken on recommendation. _

Moore Stephens LLP Internal Audit Report [CONFIDENTIAL] 22| 23



Nursing and Midwifery Council 81 July 2013
INTERNAL AUDIT REPORT — Follow Up

B Staff consulted during review

Fionnuala Gill Performance Improvement Manager

Tom Kirkbride Assistant Director - Registration

Phil Shoesmith Assistant Director — ICT

Verity Somerfield Assistant Director - Finance

Christine Hawkins Head of Financial Services

Matthew McClelland Assistant Director — Governance and Planning
Mike Andrews Assistant Director — Quality Assurance and Risk
Dave Woodman Assistant Director — Human Resources

Gaurav Shrivastava Change Programme Manager

Darren Wheatley Head of Business Improvement

Elspeth Crilly Training and Development Assistant

Peter Pinto de Sa Head of the Office of the Chair and Chief Executive

We would like to thank these staff for their assistance provided during the completion of this review.

Moore Stephens LLP Internal Audit Report [CONFIDENTIAL] 23| 23
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AGI13/63 Annexe 3 Nursing &
nnexe g v
5 September 2013 Midwifery
Council

Fitness to practise: Quality Assurance Recommendations

Outstanding key recommendations arising from QA reviews of FtP screening and
investigations (Total = 14)

To be reviewed by Moore Stephens as part of work programme 2013-2014

No Recommendation

QA1 The investigation process needs to be more inclusive of the Referrer in terms
of Case Officer introduction, case progress updates and advising when
investigation is complete and ready for presentation to the IC panel.

This change in emphasis needs to be advised to staff and included in the
relevant SOPs.

(1%'IC Review Report Ref D2.2.2)

QA 2 Consideration is given to more directly linking the referral type and case
speciality to the draft allegation types, so able to identify the different types of
allegation involved as case speciality types more easily.

(1%* IC Review Report ref E2.7) needs to be upgraded to types of public
safety or public interest issue and fitness to practise breach within the
draft allegation , but CMS referral types and case speciality need to be
altered.

QA3 To establish the key process dates within the investigation process and ensure
that these are consistently and accurately recorded as date fields within CMS
to allow better management information direct from CMS, e.g.

e allocation to case officer

issue of the IC NoR

approval of investigation plan

approval of extensions to investigation

approval of draft Report to IC

ILR review

(2" IC review Report ref B2 & B2.2 replacing original 1% IC review
recommendation as more detailed)

QA4 The monitoring of the investigation progress and the approval of the resulting
IC report needs to be evidenced on CMS to allow compliance or performance
to be adequately monitored by team managers.

(2" IC review Report ref B2.4.1 & B2.2.2)

QA5 Ensure that investigation staff are made aware of the need to review and
update the risk assessment form correctly where any additional information has
been received during the investigation process. (Public Safety)
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No

Recommendation

Update the relevant SOP with the agreed review process.
(2" IC review Report ref C1.2 & C2.3.2

QA6

Consider either upgrading the current Cautions, Convictions and
Determinations Policy to include the handling of dishonesty cases or consider
having a separate policy in relation to dishonesty by registrants.

(2" IC review Report ref D1.3.2 & D1.2.7)

QA7

Use of Risk Assessment Form

1. The risk assessment should be used to set out the initial screening
preliminary investigation plan (PIP) and when updated on transfer to
investigation should be used to set out the final investigation plan. Each
time that new information comes in the risk assessment and investigation
elements should be reviewed and updated on the basis of public safety
(possibly 10) and fitness to practise breach.

2. If used as above the risk assessment should then feed into the Screening
Audit Form (SAF) used to record the decision to close at screening stage.
If from the risk assessment decide there is not public safety, public
interest or fitness to practise breach then case should be closed. Query
whether need for separate SAF form.

3.  Consider redesigning the form as a CMS input screen with a view to
either getting a currently redundant CMS screen redesigned or having
such an input screen set up for any new case management system.

QA8

Use of Screening Audit Form

1. Name of form to be changed to Screening Closure Decision Form.

2.  Consider redesigning existing CMS Maintain Respondent Profile screen
to include key data fields being completed on the SAF with larger closure
reason text box. Alternatively redesign form as if CMS input date field for
any future case management system.

QA9

Now that the Investigation teams and transition period is over, Screening and
Investigation need to look at the definition of IFR and agree the division of

enquiries before a case is deemed IFR including the chasing and obtaining of
responses before the case is handed over to the relevant Investigation team.

This needs to be reflected in any screening preliminary investigation plan (PIP)
and the Investigation Plan to avoid either gaps or needless duplication.
(2" IC review Report ref D1.2.4)

QA 10

Consideration is given to:
1. Developing a standard checklist for drug and alcohol and caution and
conviction setting out the tests to be applied and in what order.
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No

Recommendation

2. Using the completed checklist as part of the investigation plan and as an
appendix to the IC report.

(2" IC review Report ref D1.2.5) needs to be updated as policy needs to

align with the Registrations’ version of the same policies.

QA 11

Consideration is given to introducing a quality check/review of the complete IC
(NCTA) report to ensure that it has been adapted appropriately. This
check/review needs to be done pre-IC either on all cases or a spot check
basis.

(2" IC review Report ref D3.5

QA 12

Consideration given to requiring the Employer references to include, where
appropriate:

1. Attendance record

2. Disciplinary record

3. Any current conduct and competence issues and whether any previous
issues unresolved.

Employer references need to be obtained directly from the employer
representative, e.g. Director of Nursing/HR Manager even if the information
has to be supplied by the registrant’s line manager.

(2" IC review Report ref D2.2.1 B & D2.2.5)

QA 13

Consideration given to requiring GP references to include details of:
1. How long has the registrant been registered with the GP practice
2. Whether the GP have previous medical history on file in relation to
drugs/alcohol.

3. Whether the registrant visited GP since the offence

4. Whether recent medical history indicates a drugs/alcohol issue.

GP references need to be obtained independently and directly from the GP
using a signed GP consent form. If received via the Registrant this should be
noted clearly on the document for the IC panel.

(2" IC review Report ref D2.2.1 D & D2.2.5)

QA 14

Consideration given to adding child safety as a specific risk factor within the
risk assessment form to allow proper consideration of any allegation involving a
child (non-patient) or where the child’s presence is incidental.

(2" IC review Report ref D2.2.2)
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R HrSing
5 September 2013 MIdWIfePy

Councll

Audit Committee

NMC Assurance Map

Action:

Issue:

Core
regulatory
function:

Corporate
objectives:

Decision
required:

Annexes:

Further

information:

For discussion.

Provides an update on the NMC assurance map.

Supporting functions.

Corporate objective 7: effective governance and internal control
processes

The Committee is invited to note this report.

The following annexe is attached to this paper:

e Annexe 1: NMC Assurance Map

If you require clarification about any point in the paper or would like further
information please contact the author or the director named below.

Author: Fionnuala Gill
Phone: 020 7681 5842
fionnuala.gill@nmc-uk.org

Director: Lindsey Mallors
Phone: 020 7681 5688
lindsey.mallors@nmc-uk.org
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The Committee considered the NMC assurance map developed by
Moore Stephens on 8 July (minute AC/13/48).

The assurance map should support the Committee in performing its
role in providing assurance to Council on the effectiveness of the
NMC'’s governance processes and systems for risk management
and internal control.

The Committee submitted the assurance map to Council in July
(NMC/13/132). Council agreed that it would review the assurance
map, alongside the risk register, every six months.

As the Committee is aware, the current map (annexe 1) is based on
management’s assessment of assurances. Further work is needed
to:

4.1  Address weaknesses/gaps identified in both the sources of
assurance and the calibre of those assurances.

4.2  Develop timelines to show when more robust sources of
assurance should be in place in the various functions.

In developing the map, Moore Stephens advised that the higher up
the map, the greater the need for sound assurance. In terms of
priority, efforts should therefore focus initially on regulatory functions,
particularly continued practice, customer service, registrations and
fitness to practise.

The following planned work will help to further identify gaps or
duplication in the assurance processes:

Regulatory functions

7.1 Implementation of quality assurance reviews across
regulatory functions (Registrations, FTP and Continued
Practice) from July 2013.

7.2  Specific projects underway as part of the change programme,
such as the Registration Improvement Programme, the FTP
transformation plan, FTP witness experience programme, as
well as other mechanisms for identifying issues such as
outcomes of the PSA audit of Fitness to Practise initial stages
decisions (due to report December 2013).

Organisation-wide

8.1  Implementation of quality management systems across the
organisation by autumn 2014. This is subject to availability
and recruitment of resources.

8.2  Ongoing monthly scrutiny of the corporate and directorate risk
registers by the Executive Board and Corporate Governance
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business planning team.

8.3  Emerging findings from internal audit assignments during
2013-2014.

Further development work on the assurance map will be undertaken
over the coming months. An updated map will be brought to the
Committee in December for consideration before submission to
Council in January 2014.

No direct public protection implications. Ensuring that there are good
levels of assurance around the governance framework and system
of internal control should help the NMC deliver its core regulatory
functions more efficiently and effectively.

Co-ordination of this work is met from Corporate Governance
directorate resources. Resources to address assurance issues
within functional areas are the responsibility of the directorates
concerned.

No direct equality and diversity implications resulting from this paper.

Not applicable.

Improved levels of assurance should support the NMC in managing
risks more effectively.

Not applicable.
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Item 10 - Annexe 1
AC/13/64
5 September 2013

NMC Assurance map summary

Objective or Function First Line Second Line Third Line

Core functions

Registration
Continued Practice: Education
Continued Practice :Standards

Continued Practice: Revalidation

Fitness to Practise

Customer service

Public protection

Core enablers

Communication & external relations

Governance

Projects, Programmes & change

Strategy, business planning & performance _

Risk Management

Core support functions/objectives

People, knowledge & skills

IT & data security , protection, records mgt.
Legal & regulatory compliance

Finance & payroll _
Procurement I B
Business continuity
Health & safety

Efficiency and financial resources

Key

Green Unlikely that further assurance activity is required in principle. -
Yellow Assurance activity not sufficient but planned new assurance activity is moving

this to a level of assurance that is reasonable.

Amber Limited assurance, requires improvement.

Red No assurance activity understood to be in place.
White New activity, no assurance activity as yet required
Notes:

1. The map is based on assurance activities reported by management; it does not guarantee
translation into reality. The higher up the table, the greater the need for sound assurance.

3. In accordance with HM Treasury Guidance, the 'three lines of defence' are:
o First: Procedures and checks directly undertaken by frontline staff and line
management.
o Second: Reviews/Checks by management and corporate quality assurance
e Third: Internal or external audit (including external regulation).
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Nursing &
Midwifery

Councll

Audit Committee

Serious event reviews and data breaches

Action:

Issue:

Core
regulatory
function:

Corporate
objectives:

Decision
required:

Annexes:

Further

information:

For information.
To update the Committee on progress on implementing the Serious Event

Review (SER) policy agreed in January 2013 and to provide details about
recent SERs including learning points.

Supporting functions.

Corporate objective 7: Learning from serious events, complaints and data
breaches is a key element of the governance framework.

The Committee is asked to:

e Note progress on implementation of the corporate serious event
policy (paragraph 8).

The following annexes are attached to this paper:

e Annexe 1 - Register of current SERs (CONFIDENTIAL)

e Annexe 2 — information about data breaches in the first quarter of
2013-2014.

If you require clarification about any point in the paper or would like further
information please contact the author or the director named below.

Author: Michael Andrews
Phone: 020 7681 5925
michael.andrews@nmc-uk.org

Director: Lindsey Mallors
Phone: 020 7681 5688
lindsey.mallors@nmc-uk.org
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The Audit Committee approved the current SER policy at its meeting
in January 2013. The policy has been introduced across the
organisation but it has not been consistently implemented.

We need to ensure that the SER policy is working well and that it

provides a strong framework for managing SERs in the future and
ensuring that learning identified from the SERs results in tangible

improvements in how we carry out the key functions.

To date we have not systematically captured all of the learning from
the SERS to date. Further work is being done on achieving greater
awareness of the importance of the SER process across the
organisation which will support embedding of a culture of continuous
learning.

Update on the implementation of the SER policy

4

10

We are undertaking an initial evaluation of the SER process and the
organisational learning from those SERs identified to date. Further
details about this will be provided at the next meeting of the Audit
Committee.

Corporate responsibility for the operation of the SER policy has
recently been transferred to the Assistant Director for Quality
Assurance and Risk Audit. He will lead and deliver a comprehensive
training programme to all managers in the organisation, starting with
the Directors on 16 October 2013. The training programme will be
completed by 27 November 2013.

The training will follow a similar format and roll out to that done
earlier in the year on the risk management process. This was very
helpful in embedding that process effectively. It will be stressed to all
managers that they must cascade the training to their individual
team members.

The key driver for the training is to raise awareness of the policy and
to ensure that we apply a consistent approach across the NMC. This
will ensure that we identify and report on SERs, we identify learning
arising from SERs and we take the necessary actions to reduce the
risk of the same or similar issues arising again.

The Committee is asked to note progress on implementation of
the policy.

The table at annexe 1 contains details of all recent and outstanding
SERs and the table at annexe 2 details of data breaches in the first
quarter of 2013-2014.

The Assistant Director for Quality Assurance and Risk Audit will be

setting up a database of learning from SERs and a process for
checking whether the necessary remedial actions have been
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implemented. This will be in place before the training has been
delivered. As part of the QA programme we will also check that
these remedial actions have been implemented. At future meetings
we intend to report on learning points from reported SERs.

Reporting of serious events and data breaches, and identification of
actions and learning to mitigate the risk of recurrence, is an
important safeguard for public protection.

The training programme is resource intensive but it will be delivered
internally by the Assistant Director for Quality Assurance and Risk
Audit and other staff in the Corporate Governance team.

There are no equality and diversity implications arising from this
paper.

Effective engagement with staff on implementing change is
essential. This is recognised by the considerable investment in time
of the training programme.

Failure to learn from previous SERs and data breaches represents
risks to public protection and the reputation of the NMC.

Individual serious events and or data breaches may have potential
legal implications.
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ltem 11 - Annexe 2 Nur‘Siﬂg &
Midwifery

Audit Committee Councll

Report of information security incidents Q1 2013-14 (April —
June 2013)

For information

Issue

1 This report presents statistics on the number of information security incidents
reported in the NMC in the period 1 April — 30 June 2013.

2 The figures presented in this paper are based on notifications of information
security incidents to the Information and Data Governance Manager. The data
includes incidents irrespective of whether they are classified as an Adverse
Incident or a Serious Event.

3  Where the date of an incident is not known, or the incident came to light a
considerable time after it occurred, the incident is allocated to the month in which
the incident was reported although this may be different from the month in which it
occurred.

4 Where an incident has more than one classification, it has been assigned to the
predominant classification.

5 For incidents which are subject to on-going investigation, the incident classification
or severity level may change as the result of the investigation.

Recommendation

6 None
Annexes
7 None

Further information

8 If you require clarification about any point in the paper or would like further
information please contact the author named below.

Marion Owen 020 7681 5408 | Marion.Owen@nmc-uk.org
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Report of information security incidents April - June 2013

Information security incidents by month

Month Total Data breaches (incidents Other information
information | which were an actual or security incidents
security potential data breach and/or

incidents breach of confidentiality)

April 8 5 3
May 8 6 2
June 0 0 0
Total 16 11 5

Information security incidents by classification

Classification April | May | June | Total
Loss or theft of ICT equipment 0 0 0 0
Unauthorised disclosure of data (accidental or 6 5 0 12

malicious). Includes breach of confidentiality / data
breach / information sent to the wrong recipient /
mislaid information. Includes potential (but not actual)
unauthorised disclosure of data

Breach of physical security in an area housing ICT 0 0 0 0
equipment
Information system access violations (includes 0 0 0 0

attempted unauthorised access)

Malware attack 0 0 0 0
Detection of unauthorised wireless network 0 0 0 0
Non compliance with ICT policies 0 0 0 0
Fraudulent use of information systems and assets 0 0 0 0
Lack of data integrity: data corruption, accidental or 2 2 0 4

deliberate unauthorised alteration of data / data
incompleteness
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Information security incidents by level

Level April May June Total
(see attached guide to classification

levels)

5 0 0 0 0

4 0 0 0 0

3 2 3 0 5

2 4 4 0 8

1 2 1 0 3

Information security incidents by cause

Cause April | May |June | Total

Failure of policy or procedure: Policy or procedure 1 1 0 2
followed but ineffective in preventing the incident.
Indicates change required to policy or procedure.

Human error / procedure not followed / accident 4 3 0 7
Both failure of policy or procedure and human error | 3 3 0 6
Deliberate or malicious action 0 0 0 0
Third party error 0 1 0 1

[Add details for Audit Committee]

Other / cause not known 0 0 0 0

Incidents involving paper documents

Percentage of incidents involving paper documents 68%
[11 of 16 = 68%)]
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Information security incidents by directorate

Directorate April May June | Total
Corporate Governance 0 0 0 0
Corporate Services 0 1 0 1
Fitness to Practise 8 7 0 15
OCCE 0 0 0 0
Registration and Standards 0 0 0 0
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Information security incident trends: 12 months to end June 2013

9

10

11

12

13

Figure 1 shows the trend in the number information security incidents of levels 1-3
over the last 12 months.

As would be expected there is a fluctuating level of minor (level 2) and insignificant
(level 1) incidents.

Human error continues to be a cause of the maijority of incidents. Around a third of
incidents were attributable to a failure of procedure and where a failure of process.
is a contributing factor corrective action is recommended within the incident report.

One incident during this period was caused by a third party, and employer
supplying the NMC with details of an incorrectly identified registrant.

No incidents of levels 4 and 5 occurred during the 12 month period

30 -

25

20 /\
/ \ I—Level 3 incidents
1 5 Level 2 incidents
/ \ =] evel 1 incidents
10 / \
) />4
0 I | T 1

Q2 1213 Q3 12-13 Q4 12-13 Q11314

Figure 1
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Classification levels for information security incidents

5

A critical information security incident with a very high impact on public
protection and/or reputation and/or operations

Guidelines

¢ An incident which renders NMC unable to operate.

Examples

¢ An unauthorised attack on ICT systems rendering the entire network unable
to function for one month.

e Unauthorised disclosure of the entire contents of WISER

A major information security incident with an high impact on public
protection and/or reputation and/or operations

Guidelines

¢ An information security incident involving the unauthorised disclosure of a
very large quantity of confidential data and/or personal data; or
¢ Anincident with very significant operational consequences

e Ifalso an ICT incident, will be a P1 incident

Examples

¢ An unauthorised attack on ICT systems rendering a significant business
system unable to function for 5 days

¢ Unauthorised disclosure of data relating to 100 registrants

Moderate: An information security incident with a moderate impact on the
public protection, NMC’s reputation and/or operations

Guidelines

¢ Anincident involving the unauthorised disclosure of personal data relating
to at least 10 individuals, or

¢ An incident involving the unauthorised disclosure of sensitive personal data
relating to at least 3 individuals (or fewer than 3 individuals if the data is
extremely sensitive, such as data about vulnerable witnesses)

o An data integrity incident with a negative impact on public protection or
NMC'’s reputation

¢ An incident with short term operational consequences.

e Ifalso an ICT incident, will be a P1 incident
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Examples

o An attack on ICT systems resulting in one critical business system being out
of operation for 1 day.

e Loss of unredacted health information relating to 4 named patients.

Minor: an incident with a minor impact on NMC’s reputation or operations
Guidelines
¢ An information security incident involving the unauthorised disclosure of
personal data relating to less than 10 individuals, or loss of sensitive
personal data for up to 3 individuals.
Examples:
o A letter containing information about a registrant sent to the wrong address.
An incident which involves the unauthorised disclosure of personal data as

defined by the Data Protection Act must always be a level 2 incident or
above.

Insignificant: an incident with a very low impact on NMC reputation and
reputation

Examples

e Unauthorised disclosure of financial data for a short time, when the data is
soon recovered and without damage to the reputation of the NMC.

¢ Non-compliance with NMC policies, where there is no or minimal damage to
the NMC.

e Loss of an NMC laptop where the data on it is encrypted.

An incident which involves the unauthorised disclosure of personal data
about identifiable individuals must always be a level 2 incident or above.
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